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Who is Keysight?
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A Brief History of Keysight
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ent Insights for 75 Years

Unlgoking Messurer
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1939-1998: 1999-2013:
Hewlett-Packard years Agilent Technologies years
A company founded on Spun off from HP, Agilent became
electronic measurement the World’'s Premier Measurement
Innovation Company

In September 2013, it announced
the spinoff of its electronic
measurement business
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2014+:
Keysight years

On November 1, Keysight became
an independent company focused on
the electronic measurement industry
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Technology Innovation is Driving Perpetual Change
Keysight is accelerating innovation to connect and secure the world

WIRELESS AUTOMOTIVE QUANTUM
KEYSIGHT $3.6T 5G mobile 70% of new vehicles and trucks Nations investing >$10B
TECHNOLOGIES  value chain by 20351 shipped will be connected by 20232 through 2024 for leadership3

NETWORKING / CLOUD 10T AEROSPACE / DEFENSE
Data center capacity expected 127 new loT devices connected New satellite launches could
to grow 4X by 20224 to the internet every second® grow 3X by 20256

1 Qualcomm 5G Economy. ? Statista March 2019. 3 HSRC 2018. 4 Various industry sources. > McKinsey Global Institute 2017. ¢ MIT Technology Review.
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https://www.qualcomm.com/invention/5g/economy
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OUR MISSION AT IXIA / Keysight
/ Keysig MANO

We challenge the infrastructure, harden security
and visualize the applications

A P N
©

VISIBILITY SECURITY TEST
v Improve network and v Find and eliminate v'Validate network and
application visibility and security vulnerabilities security equipment
performance performance and
application Quality of
Experience
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Tool of choice: IxLoad
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Introducing IxLoad

IXLoad provides converged multiplay service emulation to
validate the quality of experience of real-time and
business-critical application services

Multiplay Service Delivery Over Wired & Wireless Networks

Application Video Voice

Delivery Delivery Delivery Security Storage

© ETSI



HOEE-P» -B 8 a3+ Traffic IxLoad - RGT_simple HTTP client-server 9.10Upd.nf - 51/GZ81652

“ Home Reports Views Traffic Network i |
IxLoad GUI PEEE & 4 4 =D O A

Start  Stop Graceful Release Metwork  Traffic ScriptGen Media Test Test Export Rxf Import Rxf | Profiles
Testv  Test Stop Config  Config Wizards ~ Wizards ~ | Settings ~ Composer Options to RM from RM

Tests Wizards Tools Resource Manager
m Networks and Trafic -Scenarol -
/ — = : @ E g _
) Za - T i - Networkl A - i Network?2
, . Stats Analyzer E, Trafficl E Traffic2
, T Tt Gverriew S '3iv HTTPCientl - 2 v HTTPServerl

TeSt ContrO"er ,, , v ji;, Networks and Traffic

* Start , v # Scenario’

* Stop , A\ A Originate Networkl

Graceful Stop P 4 & Stack-2

it our
Navigation Panel V4 ¥ 717 Terminate
* Conflguratlon ‘ﬁ Trefficz@Networkz Enabled | Name Status IP Type | Address | Mask | Increment | Count | Gateway | Gateway Increfu
 Stats Timeline and Objective >
- - 10.10.0.1

» Analyzer - Network Capture Oros g

i(ﬁs
’%

Adaptative canvas -
* It depends on Navigation panel

FE)#le]]
Log/Event viewer Sy -~y
y ~y ~ log
~ ~ ITime |Seven'ty |Category | Message
~ ) Friday, May 28, 2021 7:47:44 PM @info Licensing Checking in license for test Test1...
Friday, May 28, 2021 7:47:44 PM @DInfo Licensing Checking in license for feature(s) VM-I{L-TIER3 for ch
Friday, May 28, 2021 7:47:44 PM ®DInfo Licensing License check in succeeded for test Test1.
Fray, Moy 28,2021 74745 P | 1o |iloocPugn | TesthusStopped |
© ETSI Log = Event Viewer
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MNetworks and Traffic - Scenariol
-
o g 5
How to check the configuration Analyzer £ -
[=1]
=
|]|][| Test Overview o
¥ <% Networks and Traffic
¥ ! Scenario’
v Originate ANGW
5::' ANGW Radius
oy e ¥ UEL
111 DUT
 ANGW Radi... |||
Group Size “ IP-2
@ Range of Subscribers Starting Subscriber Id 1 | Ending Subscriber Id 50 '
) Percent of Database ANGW Radius etwork Group Settl'ngsl
Z) Subscriber Count Log Leve Error Max Transactions Per Sec 100
I cubeoriber oroun 1 Assodiate AAA; Graceful Ramp Down Tim 2000
Group Profiles ee cinale for multiole stacks
Use Frafile Type s o S
il Authentication Profile authentication_profile Import fie MLConﬁguratlon loaded
| SmartProfile SmartProfile M iunch Edit
Il Subscription Profile subscription_profile Ixport XMI
Subscriber Identities
IMSI |555444333222111 | sacret Key (K) [oxocoAz4801D4F07677203652C04625358 Log
Operator Variant | Ox&63bfaS0ee65223365ff14c1f45f22727d | Time ‘ Severity | Category Message
IMS Private User Identity | #F@aon.mnc370.mcc202.a00rs Friday, May 28, 2021 7:01:20 PM @Inf@ Test Controller Tearing down
¥ Value Type 0 |v| #] Initial Value 1224567850000001 Friday, May 28, 2021 7:01:20 PM E1nfo Traffic Trafficl Deleting dow
- Friday, May 28, 2021 7:01:22 PM @Info Traffic Traffic2 Deleting dow
[ Initial IF Address [ Step i
N Friday, May 28, 2021 7:01:23 PM @Info ixChassisChain Successfully
] Minimum Length El |
Friday, May 28, 2021 7:01:23 PM IxLoadPlugin Test is Unco
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Config Analyzer
d[=] " Views (Total: 32) -
D_ Custom Views (Total: 0)
4[] Defaults (Total: 32)
] ﬁL}S Stats for Server Ports
DthLE—3 Throughput Stats
[]EfPort CPU Statistics
A[5] Network (Total: 18)
| ﬁAAA—Radius Application
[ ] @ AsA-Radius Application Errors
[ illiasA-Radius Application Rates -...
[ 1@ AAA-Radius General
[ Ara-Radius Port
[ ]illiasA-Radius Port Rates - All Ports
[ ] P AAA-Radius Port Socket
[1illiAAA-Radius Port Socket Rates -...
] @AAA—Radius Smart Events
AMNGW-Radius Application
ﬁANGW—Radius Application Errors
[ 1illiANGW-Radius Application Rate...
[ EPANGW-Radius General
) ANGW-Radius Port
[ 14lliANGW-Radius Port Rates - All P...
[ B ANGW-Radius Port Socket
[ 1illiANGW-Radius Port Socket Rate...
[ ] D ANGW-Radius Smart Events
B[] HTTP (Total: 11)
[]L Custom (Total: 0)

ANGW-Radius Port

Stat Name

Messages Received (Messages Sent |Reguests Received |Requests Sent |Responses Received |Responses Sent |Unsupported Messages Received |Response Authentication Failed |Malformed Messages Rece

-
-

192.168.61.155/Card01/Port01

500 500 0 500 500 0 0 0

M ANGW-Radius Port \3/

[ 2]

AMGW-Radius Application

* X

5 M| ANGW-Radius Application ”ﬂl

Stat Name

ransaction Active u es Sen es Receiv untin u es Sen unting Response es Receivi untin u es
Transaction Acti Access Request Messages Sent  |Access Accept Messages Received  |Accounting Request Messages Sent |Accounting Resp Messages Received |Accounting Start Request Messages Se

-
—

192.168.61.155/Card01/Port01

0 300 100 200 200 1

(L 2]

AMNGW-Radius Application Errors
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Stat Name

Transaction Failed |Transacti0n Reset |Unsupp0rted Message Rovd |Err0r Message Rcvd | Too Busy Errors Received |Unable to Deliver Rovd | Redirect Indication Rovd | Data Missing Errors Received |Irwa|id

-
—

192.168.61.155/Card01/Port01

F‘ Al “ ANGW-Radius Application Errors ”ﬁl

0 0 0 0 0 0 0 0

I
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How to check the

configuration

53

>

Stats Analyzer

ﬂl]l] Test Overview

v :{,I". Networks and Traffic

v § MNew Traffic Flow

v

Originate

S

117 put

v i

Terminate

j_',.lﬁ Traffic2@Netwaork2

Timeline and Objective

G Ports

+ QuickTests

Networks and Traffic - New Traffic Flow

L 7 Networkl
Trafficl

Originate

- i1 Network2
Traffic2
< ¥E v Receive Cal —

Make_Cal

Trafficl - ‘ake_(:all (VoIPSip Peer)

| Scenario | Execution|[ Dial Pan Automatic | HTTP || TLS || Cloud | Codecs || RTP || Audio|| Video || Text || Fax (T.38) | Fax (T.30)|| SRTP || MSRP || McPTT || 50

m SRS EE

Zoom |100% -

i annel ¥ = Remove ¥ B8 Compact
Workspace ‘
Flow ~ rio Channel #0 [Activity Make_Call, Traffic Traffici@Network1, Column Originate, Link VolPLink1)]
b Start
© Sm.p O spma.| 7 Voice ... -4} s En...
= Variable Set g oK ,'I 0K 1 :_' _T
7= Variable Test ; Eror Bor e Error
' " | i i
i & 4
2 Sleep 1 | Y @
T op (#1
{} Procedure u %!
H I
{¥ Exit Proc f 5
@ Scenario Channel #1 ' [Activity Receive_Chll, Traffic Traffic2@Netivgrk2, Column Terminate, Link VolPLink1)]
Counter Op il Y bik
k]
% Test Time . —
: i —_— '\ RTF . i i’
Log Message : -} sIPRe... ! v Voice .. LA} sEn...
: 2 oK & —_—
7 Dump Variables 7;:'; T W}—o 7;:; :h
() Error Handler N[
M volp v -E-or- (#2)
™2 Libraries MI P
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Calls (VolPSip) v X

Asterisk = VolP stats

Navigation

Eratd I I i
& | ; S
Config L Analyzer

4= Views (Total: 38) -
|—] . Custom Views (Total: 0) (1
4[®]||  Defaults (Total: 38)

[ ][ L2-3 stats for Client Ports

] @LE—S Stats for Server Ports

[1§lliL2-3 Throughput Stats

[ @B Port CPU Statistics

4[m]| " VolIPSip (Total: 34)

[“illiCalls (VolPSip)
[Jatlicall Rates (volPSip) SIP Messages (VolIPSip) v X
__llsCall Times (VoIPSip) Stat Name :38 40| 42| 44| 146 48| :50| :52| :54] :56| ;58]  1:00] 02| 104  10s| 108|110
|—]¢_|Busg.r Hour Call Measurements (...
[ alliChannels (VolPSip) 7 | INVITE Requests Sent 10 19 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20|~
[ ] f Loops (VolPSip) 8 | INVITE Requests Parsed 10 19 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20T
[] @ Bytes (volpsip) - 9 | INVITE Requests Matched 10 19 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
[] illiRegistrations (VolIPSip) 10 | INVITE Requests Retransmited 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
|—]¢_|Registration Rates (VolPSip)
[ alliRegistration Times(VoIPSip) 11 | ACK Requests Sent 10 19 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
SIP Messages (VolPSip) 12 | ACK Requests Parsed 10 19 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
Q%Sessi on Refreshes (VolPSip) 13 | ACK Requests Matched 10 19 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
v Errors (VolPSip) -
CJiliDelaye (olPSip) 14 | ACK Requests Retransmited 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 -
1 EBRTP MOS (VolPSip) 15 | BYE Requests Sent 0 9 10 10 10 10 10 10 10 10 10 10 10 10 10 10 0
H%RTP MOS per Call Distribution (... | < | M || >
[ 1EDRTP MOS Instant (ValPSip)
|—]¢_|RTP Jitter and Delay (VolPSip) Errors (VolPSip) v X
[ |ERRTP Qos (VolPsip)
[ BHRTP Advanced QoS (VoIPSip) Stat Name :34| :36| :38 :40 :42 :44 :46 :48 :50 :52 :54 :56 :58 1:00 1:02 1:04 1:06 1:08 1:10
] illIRTP Packet Errors (VoIPSip) — 2 1 gge 0 D 0 D 0 D D D D 0 D D D D 0 D 0 D D o~
[ Wll4RTP Jitter Distribution (VolPSip) 2 |RTP Errors 0 0 o0 0 0 0 0 0 0 0 0 0 0 D 0 0 0 0 El
|_] @RTP DTMF, MF and Tone (VolPSip)
() @BRTP R-Factor & MOS Degradati.. 3 |Internal Errors 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1] 0 0
[ ]ulliRTP Consecutive Lost Datagram... 4 | Timeout Errors 0 0 0O 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 u
[ EDRTP Per Channel (VoIPSip) 5 | Transnort Frrors n o 0 n 0 0 n 0 n 0 0 ] ] 0 0 0 ] ] 1
[ EDRTP Playbacks and Records (Vol... 1 [<] w I[>
[T16llapTE Dath CAnfireaatinn Ercare 1V
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How to check the

configuration
Navigation s | Networks and Traffic - Scenariol
7 | Y - 5 o -
= P- @ N Networkl Fe |'o ! Network2
c | [.=
Stats Analyzer =) Trafficl ' = Traffic2
S Em@ HTTPClentl e v/ HTTPServerl
| 5
Trafficl - HTTPClient® (HTTP Client)
Settings Commands | Command Pool

Command Properties for 'Get'
Property Name Property Value

Terminate

Destination(IP or IP:Port) 10.10.0.101:80

L4 Traffic2@Network? Page/Object /1024k.html
o Abort None
Timeline and Objective
MNameValueArgs
0 Ports Profile None
“ QuickTests § Enable DI
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e HTTP Client - Throughput Objective * X # HTTP Client - HTTP Failures -

Conﬂg J ‘ Analyzer

1,000 -
4w Views (Total 27)
[]L " Custom Views (Total: 0) 900 -
4([m| Defaults (Total: 27)

| ) L2-3 Stats for Client Ports 800-
| L2-3 Stats for Server Ports
[ ]alliL2-3 Throughput Stats
| Port CPU Statistics
4[w][ HTTP (Total: 23)
[ 1§lliHTTP Client - Objectives
[v]@lliHTTP Client - Throughput Objec...
[ |||__|H'I_I'P Client - Transaction Rates
[ 1§lliHTTP Client - Transactions
[ ]alliHTTP Client - Latencies
| |§lliHTTP Client - Txx, 2% and 3xx R...
[ 1§lliHTTP Client - Chunk Encoding (...
[ ]alliHTTP Client - Chunk Encoding (...
[ |||__|H'I_I'P Client - TCP Connections
[ 1§liHTTP Client - TCP Failures
[ |EHHTTP Client - Per URL
[ 1§lliHTTP Server - Transaction Rates
|
|
|
|
[

700-

GUVE

| 1lliHTTP Server - Transactions
| §lliHTTP Server - Data Rates

L R
|E|H'I'I'P Server - Responses Sent ““n“‘
|slliHTTP Server - Chunk Encoding (.. |— RxRate(kbps) | 942504] 790.768] 373280 of of o] __of 0

|allaHTTP Senar - Chink Frcadinea

Aborted

Y
W write Failed 1
M HTTP Received 408 —
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© ETSI

How to check the
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¥ T|T Server

,ﬁi‘,. DNS_Server@ServerNetwork1
Timeline and Objective

S—

Networks and Traffic - TrafficFowl

o | ClientNetworkl

DUT

E @ newClentActivityl
|

Type_ALL - newClientActivityl (DNS Client)

Settings Commands
[ - ] Command Properties for 'Dns Query’
- DMS Server 100.0.0.200
I:jﬂ Dns Query Host Mame testhostl. myzone. com
[ Stop J Query Type A
Expect 50.0.0.1

[ ] Recursion Desired [ Enable DNSSEC
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avigatio ) DNS Client - Objectives - X ¥ DNS Client - Queries * X
=
Config ‘ ‘ Analyzer
4[m]|  Views (Total: 33)
[ ] Custom Views (Total: 0)
4[m|  Defaults (Total: 33)
[ ] L2-3 stats for Client Ports
[]EBL2-3 stats for Server Ports
[ ]4lliL2-3 Throughput Stats
[ @ Port CPU statistics
4[=] DNS (Total: 29)
[+]lliDNS Client - Objectives
| ]§lliDNS Client - Throughput Object...
I® :1]: DNS Client - Queries
| 1lliDNS Client - Failures
| 1lliDNS Client - Failures Rate
| 1lliDNS Client - Queries Sent (Type)
||I__|DNS Client - Queries Failed (Type)
|||__|DNS Client - Queries Successful... i i ) J i i i i i i . i i .
|41 iDNS Client - TCP Connections = C .04 12 © oo C a4 " 100  1:08
|||__|DNS Client - TCP Failures 5 - G

il [IDNS Client - Response Latencies
L p

il [1IDNS Client - Response Latency...
LI P ¥

| »

| 41liDNSSEC Client - Queries =

|||__|DNSSEC Client - Failures -

|||__|DNSSEC Client - Failures Rate = : ~ -

| IliDNSSEC Client - Queries Sent (T.. ueries/Second | 0| o[ o of of o o of of of of of of o o
| illiDNSSEC Client - Queries Failed (.. o lTigiiinis nﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂmﬂq

|§llaiNNSSFC Client - Oueries Succes....

Total Queries Sent

B Total Queries Successful
Total Queries Failed
Total Queries Retried
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Something is wrong
with IxLoad?

Contact Keysight guys:

* Ruben Gutierrez
* Oliver Ferch
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Happy Testing!!

Questions?
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