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Motivation
● 4G/5G networks need monitoring:

Detect problems, evaluate performance, etc.
● Basic performance: metrics in OSM, via Juju and NFVI

Useful, but not very fine-granular
● In-Band Telemetry:

– Fine-granular monitoring at packet level
– Possibility to add custom information into packets

(additional headers, etc.) and process them elsewhere

● Our approach:
– Usage of Programming Protocol-independent Packet Processors (P4)
– Custom P4 software switches as VDUs in our testbed
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OpenAirInterface (OAI)
● OpenAirInterface (OAI):

– Open Source software for EPC and eNodeB (i.e. packet core and base stations)

– Details: https://www.openairinterface.org

– 4G LTE available, 5G under development

– Ongoing work, with many different Git branches

● Idea:

– Manage OAI setups in OSM (at least, the EPC part)

● Automatic setup and deployment

– Easy to add additional features (e.g. Mobile Edge Computing components)

– Open Source, of course! → https://github.com/simula/5gvinni-oai-ns

https://www.openairinterface.org/
https://github.com/simula/5gvinni-oai-ns
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Our Testbed Setup
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Telemetry at S1-U Switch:
Added IPv4 Option Header



13 June 2022 Detecting Issues with In-Band Telemetry in OSM-Orchestrated Core Networks 7

Telemetry at S1-U Switch:
P4 Program Example
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Logging of Telemetry by the
Telemetry Collector

Shown in real time on the collector
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Has P4-switch a potential to detect anomaly in 
end-to-end communication?
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Scenario: End-to-End Performance Degradation
Scenario Description UE (Performance Tracking 

Metric)
P4 Switch (S1-U) Telemetry 
metric

Baseline TCP downlink data from the 
test server to UE (using 
Iperf )

RTT to the test server
Jitter to the test Server
Transfer (MB)
Bitrate (Mbps)
Packet loss

dequeue time delta
Packets in queue
Hitter
Packet loss
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Scenario: End-to-End Performance Degradation
Scenario Description UE (Performance 

Tracking Metric)
P4 Switch (S1-U) 
Telemetry metric

E2E Anomaly: 
Bottleneck at 
S1-U

TCP downlink data from the test server to UE 
(using Iperf ) +
TCP downlink data from the SPGW-U to eNodeB 
(using Iperf ) 

RTT to the test server
Jitter to the test Server
Transfer (MB)
Bitrate (Mbps)
Packet loss

dequeue time delta
Packets in queue
Hitter
Packet loss
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Potential of In-band Telemetry
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Live Demo!
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