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Will quantum computers be the Quantum Computers - An Emerging Cybersecurity Threat

encryption?

Preparing for the Information Security
Threat from Quantum Computers

A major threat posed by quantum computers is that they will be able to crack current
standardized cryptography. A scalable quantum computer is still challenging to build
from an engineering perspective, but there is an imminent threat to digital security
and privacy where encrypted information, such as personally identifiable information,
will remain valuable for a long time. The insights from our research provide guide-
lines on how IT departments and/or security solution providers can prepare to trans-
form their currently quantum-vulnerable systems to quantum-resistant alternatives. *

Atefeh Mashatan Ozgur Turetken
Ryerson University Ryerson University
(Canada) (Canada)
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Could Quantum Key
Distribution (QKD) be the
answer?
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Bits vs Qubits

Bits Qubits

StatesOor 1

Can present superposition

Can be cloned

Can not be cloned

Measurement destroys the
original state

Can be entangled

Protocols security based in
computational assumptions

Protocols security based in
Quantum Mechanics
principles
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QKD N EtWO rkS (an example from ETSI GS QKD 004)
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Building a Digital Twin to ease
the QKD networks development
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Features sought in our DT

Maximum resemblance to a real

QKD network
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Maximum resemblance to a real
QKD network

Design based in current

QKD network standards Distributed nodes

Open Source Automatic deployment
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v We now have access to a digital twin
environment for the development of QKD
networking issues.

v' The service can deploy, and start up, moderate
sized networks (6-10 nodes) in 7 minutes
thanks to OSM.

v Quantum applications can run over the QKD
network digital twin using a standardized API.
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Q Support hybrid deployments.
Q Add quantum parameters.
d Emulate channel authentication.

Q Incoming field test!
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Use case: Collaboration with EHU/UPV
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Objective: Deployment of a QKD network using the digital
twin with network nodes in different locations (Madrid,
Bilbao).

ucam

Collaboration in the context of the Spanish national
project TRUESG:

e Universidad Carlos Ill de Madrid
e Universidad del Pais Vasco

Use the digital twin to emulate the automated
deployment of a QKD network in which the nodes
involved may span across multiple locations

Dedicated layer-2 link: VLAN provided by RedIRIS at
national scale, with a transmission rate of 10 Gbps

Q’RUESG
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