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Data Plane Broker Integration

* |dentify Modules which needed editing to add Dpb Wim connector

RO Container

Schemas.PY,

# WIM ---
wim_types = [“tapi", "onos”, "odl”, “dynpac", "d

wim_schema_properties = {
“name": name_schema,
"description”: description_schema,
"type”: {
"type": "string",
“enum": ["tapi”, "onos",

odl", "dynpac

"wim_url": description_schema,
"config
“type": "object",
“properties”: {
"wim_port_mapping": wim_port_mappin;

NBI Container

Wim_Thread.PY

Thread-based interaction with WIMs. Tasks are stored
database (vim_wim_actions table) and processed sequ

Please check the Action class for information about thel

import logging

import threading

from contextlib import contextmanager
from functools import partial

from itertools import islice, chain, takewhile
from operator import itemgetter, attrgetter
from sys import exc_info

from time import time, sleep

from six import reraise
from six.moves import queue

from . import wan_link_actions
from .utils import ensure, partition, pipe
from .actions import IGNORE, PENDING, REFRESH
from .errors import (
DbBaseException,
QueueFull,
InvalidParameters as Invalid,
UndefinedAction,
)
from failing_connector import FailingConnector
from .wimconn import WimConnectorError
from .wimconn_dynpac import DynpacConnector
from .wimconn_dpb import DpbConnector
from .wimconn_fake import FakeConnector
from wimconn_ietfl2vpn import WimconnectorlETFL2)

ACTIONS = {
‘instance_wim_nets': wan_link_actions.ACTIONS

}

CONNECTORS = {
#"odl": wimconn_odl.OdIConnector,
"dynpac": DynpacConnector,

"dpb": DpbConnector,
"fake": FakeConnector,

Wan_Link_Actions.PY

@staticmethod
def _derive_connection_point(wan_info)

point = {'service_endpoint_id': wan_info['wan_service_endpoint_id']}

#7TODO: Cover other scenarios, e.g. VXLAN.

details = wan_info.get('wan_service_mapping_info', {})

if details.get('encapsulation_type’) == 'vian'
point['service_endpoint_encapsulation_type'] = 'dotlq’
point['service_endpoint_encapsulation_info'

‘vlan': details['encapsulation_id']

else:
point['service_endpoint_encapsulation_type'] = 'none’
return point

@staticmethod
def _derive_service_type(connection_points)
#TODO: add multipoint and L3 connectivity.
if len(connection_points) ==
return 'ELINE'
else:
firaise ror('Multipoint connectivity is not '
# ‘supported yet.)

return 'ELAN'

Validation.PY

wim_account_new_schema = {
“title": "wim_account creation input schema”,
"$schema": "http://json-schema.org/draft-04/schema#",
“"type": "object",
“properties": {
"schema_version": schema_version,
"schema_type": schema_type,
“name": name_schema,
"description": description_schema,
"wim": name_schema,
"wim_type": {"enum": ["tapi", "onos", "odI", "dynpac”, "dpb""fake"]},
"wim_url": description_schema,
"user": shortname_schema,
"password": passwd_schema,

“patternProperties"
% ("ot {"type"
b
¥

: "null"})

“required": ["name", "wim_url", "wim_type"],




Data Plane Broker Integration

Wimconn_dpb.py RO Container

#TODO: List

# - Add correct HTTP error codes
# - Add some comments....

# - PEP8it

class DpbSshinterface():
""" Communicate with the DPB via SSH """

_ LOGGER_NAME_EXT = ".ssh"
__FUNCTION_MAP_POS = 1

def __init__(self, wim_account, wim_url, wim_port, network, auth_data, logger_name):

self.logger.info("SSH connection to DPB made OK")

class DpbRestInterface():
""" Communicate with the DPB via the REST API """

_ LOGGER_NAME_EXT = ".rest"
__FUNCTION_MAP_POS =0

nit__(self, wim_account, wim_url, wim_port, network, logger_name):

class DpbConnector(WimConnector):
""" Use the DPB to establish multipoint connections
__SUPPORTED_SERV_TYPES = ["ELAN (L2)", "ELINE (L2)"]
__SUPPORTED_CONNECTION_TYPES = ["REST", "SSH"]
__SUPPORTED_SSH_AUTH_TYPES = ["KEY", "PASS"]
__SUPPORTED_SSH_KEY_TYPES = ["ECDSA", "RSA"]

def create_connectivity_service(self, service_type, connection_points, **kwargs):
self.logger.info("CREATING CONNECTIVITY SERVICE")
#self.__check_service(service_type, connection_points, kwargs)
response = self.__post(self.__ACTIONS_MAP.get("CREATE"))

gress-bw": 10.0,
"egress-bw": 10.0})
#"ingress-bw": (bandwidth.get(point.get("service_endpoint_id"))).get("ingress"),
#"egress-bw": (bandwidth.get(point.get("service_endpoint_id"))).get("egress")}

def delete_connectivity_service(self, service_uuid, conn_info=None):
# self.__post(self.__ACTIONS_MAP.get("DEACTIVATE"), "/service/"+service_id)
self.logger.debug("deletion infO - suuld= "+str(service_uuid)+" conn_info= "+str(conn_info))

def edit_connectivity_service(self, service_uuid, conn_info=None,
connection_points=None, **kwargs):
"""Change an existing connectivity service.
This method's arguments and return value follow the same convention as
:meth:"~.create_connectivity_service'.




Usage Case for a Network Service across a WIM

Beta.sys Athens Tiny.sys London
APACHE-MGMT OSM WAN HAPROXY-MGMT
10.30.67.164 - 10.30.66.30

on JCEEEE -
L 192.168.28.x/24 SERVICE_WAN 192.168.28.2
Apache_vnf [ @ - & Ha-proxy_vnf
In Development
Apache VDU
Scpale 115 Bandwidth passed to WIM

VDU Leaf Bandwidth = 10 1 Apache VDU = 10

Root Bandwidth=10x15 ™"~
= 150 15 Apache VDU = 150 192.168.200.11

PUBLIC




OSM Vim-Create Configuration of the WIM

#create 2 datacentres, example file vimcreate2.sh Betaj-svs Athens Tim,fr.sys ;London
# create Athens on beta.sys Vim e APACHEAMGMT. - och e A DR ONYIGNT
osm vim-create --name athens-datacentre --auth_url http://beta.sys:5000/v3 --tenant admin -- 10.30.67.164 S B : : . 10.30.66.30

userdemo_-passworddemo__account_typeOpenstack_-descrlptlon ”ATHENSProjectdemoon R T T .. .. R e ......

Beta.sys" --config '{"external_connections": [ {"condition": { : : : : : : : : : : :

"provider:physical_network":"provider", "provider:network_type": "vlan"}, o 3 f ©192.168.28.x/24 +  SERVICELWAN - “qg2.168282
pache_vnf ‘ ; ' : : ;

. ! A . : E Ha-proxy_vnf
"vim_external_port":{"switch":"openflow:1","port":"1"}}]}' j T ﬁ ﬁ ﬁ Lj i ’ ¥
In Development
. . Apache VDU : n ~evelopment . :
# create London on tiny.sys Vim Scale 1-15 . : ??dwuhdtlagissefbto WIM
. . . : i . ache \ =
osm vim-create --name London-datacentre --auth_url http://tiny.sys:5000/v3 --tenantfhdmin -- VDU Leaf Bandwidth =10 P : : . . . .
e _ ' Root Bandwidth = 10 x 15 e _ _ _ _ _
user demo --password demo --account_type openstack --description “London Project §dmin on oot Bandwidt 150 15 Apache VDU =150 - 192.168.200.11
tiny.sys" --config '{"external_connections": [ {"condition": { 5 5 5 5 5 5 5 ; : PUBLIC

"provider:physical_network":"provider", "provider:network_type": "vlan"},
"vim_external_port":{"switch":"openflow:1","port":“2"}}1}'

OSM Wim-Create

# wim_ports2.yaml

CREATION OF A WiM USING REST Interface -

# - datacenter_name: “athens-datacentre"
pop_wan_mappings:

pop_switch_dpid: "openflow:1"
pop_switch_port: 1
wan_service_endpoint_id: "athens”

# example file wimcreate2.sh
# uncomment either rest config or ssh config
#create a 2 vim wim

osm wim-create \ wan_service_mapping_info:
--name London-Athens \ mapping_type: direct-connect

--url beta.sys \

--user initiate \ - datacenter_name: “London-datacentre"
--password admin \ pop_wan_mappings:

--wim_type dpb \ - pop_switch_dpid: "openflow:1"
--description "Demo 2 endpoint dpb WIM" \ pop_switch_port:2 _ :
—-wim_port_mapping ./wim_ports2.yaml \ wan_serv!ce_endp(?mt_'ld: .London
--config '{"port":4753,"network":"aggr","connéection_type":"REST"}' wr:n_s?rrlwc:_m-adpir:lngt__mt]or; 3
#--config '{"port":22,"network":"aggr","connection_type":"SSH","ssh_auth": \ apping_type: direchconnee

# {"auth_type":"KEY","key_file":"/home/paul/.ssh/id_ecdsa","key_type":"ECDSA"}}'



Configuration of the WIM

CREATION OF A WiM USING REST or SSH Interface
#

# example file wimcreate2.sh

# uncomment either rest config or ssh config
#create a 2 vim wim
osm wim-create \
--name London-Athens \
--url beta.sys \

--user demo \
--password demo \
--wim_type dpb \
--description "Demo 2 endpoint dpb WIM" \
--wim_port_mapping ./wim_ports2.yaml \

#--config '{"port":22,"network":"aggr","connection_type":"SSH","s
# {"auth_type":"KEY","key_file":"/home/paul/.ssh/id_ecdsa","k

--config '{"port":4753,"network":"aggr","connection_type":"REST"}'

# NOTE USE OF NEW DPB WIM TYPE

Wimconn_dpb.py

#TODO: List

# - Add correct HTTP error codes
# - Add some comments....

# - PEP8it

class DpbSshinterface():
""" Communicate with the DPB via SSH """

_ _LOGGER_NAME_EXT = ".ssh"
__FUNCTION_MAP_POS = 1

def __init__(self, wim_account, wim_url, wim_port, network, auth_data, logger_name):

self.logger.info("SSH connection to DPB made OK")

class DpbRestinterface():
""" Communicate with the DPB via the REST APl """

__LOGGER_NAME_EXT = ".rest"
__FUNCTION_MAP_POS = 0

def __init__(self, wim_account, wim_url, wim_port, network, logger_name):

class DpbConnector(WimConnector):
""" Use the DPB to establish multipoint connections """
__ SUPPORTED_SERV_TYPES = ["ELAN (L2)", "ELINE (L2)"]
__SUPPORTED_CONNECTION_TYPES = ["REST", "SSH"]
__SUPPORTED_SSH_AUTH_TYPES = ["KEY", "PASS"]
SUPPORTED_SSH_KEY_TYPES = ["ECDSA", "RSA"]

RO Container

def create_connectivity_service(self, service_type, connection_points, **kwargs):
self.logger.info("CREATING CONNECTIVITY SERVICE")
#self.__check_service(service_type, connection_points, kwargs)
response = self.__post(self.__ ACTIONS_MAP.get("CREATE"))

"ingress-bw": 10.0,
"egress-bw": 10.0})
#"ingress-bw": (bandwidth.get(point.get("service_endpoint_id"))).get("ingress"),
#"egress-bw": (bandwidth.get(point.get("service_endpoint_id"))).get("egress")}

def delete_connectivity_service(self, service_uuid, conn_info=None):
# self.__post(self.__ACTIONS_MAP.get("DEACTIVATE"), "/service/"+service_id)
self.logger.debug("deletion infO - suuld= "+str(service_uuid)+" conn_info= "+str(conn_info))

uth": \
pe":"ECDSA"}}

def edit_connectivity_service(self, service_uuid, conn_info=None,
connection_points=None, **kwargs):
"""Change an existing connectivity service.
This method's arguments and return value follow the same convention as
:meth:*~.create_connectivity_service'.




Implementation of the Network Service across the WIM

Beta.sys Athens Tiny.sys London

WIM_WAN

In Development
Bandwidth passed to WIM
1 Apache VDU =10 mb

15 Apache VDU = 150 mb




Network Service Descriptor

Implementation of the Network Service across the WIM

# example file nscreate2.sh

# create 1 ns, 2 vnfs and 1 network across 2 vims (WIM)
osm ns-create \

--ns_name WIM \

--nsd_name webserver_wimmetric_autoscale_ns \
--vim_account athens-datacentre \

--config {vnf:[{member-vnf-index: "1", vim_account: London-datacentre}, \

nsd:nsd-catalog:
nsd:
- constituent-vnfd:
- member-vnf-index: '1'
vnfd-id-ref: ha-proxy_vnf
- member-vnf-index: '2'
vnfd-id-ref: apache_wimmetric_autoscale_vn
description: Scaling web server with load balancer
id: webserver_wimmetric_autoscale_ns
ip-profiles:
- description: Services Subnet on WAN
ip-profile-params:
dhcp-params:
enabled: true
gateway-address: 0.0.0.0
ip-version: ipv4
subnet-address: 192.168.28.0/24
name: wan
name: webserver_wimmetric_autoscale_ns
short-name: webserver_wimmetric_autoscale_ns
vendor: p.mccherry@lancaster.ac.uk
version: '1.0'

. ........ Beta.svsA‘thens

APACHE-MGMT

. .............. 10,30,67,164 ...... ....... ................... .

192, 168.28. x/24

o ........ Apache VDU ..... ...... A
Scale 1-15

VDU Leaf Bandwidth = 10

1 Apache VDU =10
~..VDUlLeafBandwidth =10 e 15 Apache VDU= 150

Root Bandwu:ith 10x 15
= 150

SERVICE WAN

VLAN 473

. Bandwidth passed to WIIVI

192.168.200.11
PUBLIC

- VLAN 502

_ Athens....
VIM

._\ . VLAN201

Switch-d SW|tch -C

. : VLAN 301

—

Lohdon;

Switch-b :




Network Service Descriptor

OSM_VLD (osm_inet)
Management Network

|
02 VLAN 470

APACHE-MGMT

g 225

E

SEERS VLAN 473
S 3P

= £8% AN VLD (WAN
S S3x _VLD (WAN)
5 7a%

- L8R

Athens VIM &

nsd:nsd-catalog:
nsd:
- constituent-vnfd:
- member-vnf-index: '1'
vnfd-id-ref: ha-proxy_vnf
- member-vnf-index: '2'
vnfd-id-ref: apache_wimmetric_autoscale_vnf
description: Scaling web server with load balancer NS across WIM
id: webserver_wimmetric_autoscale_ns
ip-profiles:
- description: Services Subnet on WAN
ip-profile-params:
dhcp-params:
enabled: true
gateway-address: 0.0.0.0
ip-version: ipv4
subnet-address: 192.168.28.0/24
name: wan
name: webserver_wimmetric_autoscale_ns
short-name: webserver_wimmetric_autoscale_ns
vendor: p.mccherry@lancaster.ac.uk
version: '1.0'

Infrastructure mgmt

Implementation of the Network Service across the WIM

OSM_VLD (osm_inet)
Management Network

VLAN 500 |
cpl
HAPROXY-MGMT

~.S

VLAN 502 = &2
(&) oo W

Q]

WAN_VLD (WAN) 58
o5

‘_'m

T

HAPROXY-PUBLIC
192.168.200.x /24
cpl
|

PUBLIC_vld (PUBLIC)

London VIM

vid:

- id: osm_vid

mgmt-network: 'true’

name: osm_vld

type: ELAN

vim-network-name: osm-inet

vnfd-connection-point-ref:

- member-vnf-index-ref: 2
vnfd-connection-point-ref: apache_mgmt
vnfd-id-ref: apache_wimmetric_autoscale_vnf

- member-vnf-index-ref: 1
vnfd-connection-point-ref: haproxy_mgmt
vnfd-id-ref: ha-proxy_vnf

- id: public_vid

mgmt-network: 'false’

name: public_vld

type: ELAN

vim-network-name: PUBLIC

vnfd-connection-point-ref:

- member-vnf-index-ref: 1
vnfd-connection-point-ref: haproxy_public
vnfd-id-ref: ha-proxy_vnf

- id: wan_vld

ip-profile-ref: wan

leaf-bandwidth: 10

mgmt-network: 'false’

name: WAN

root-bandwidth: 150

type: ELAN

vnfd-connection-point-ref:

- ip-address: 192.168.28.2
member-vnf-index-ref: 1
vnfd-connection-point-ref: haproxy_service
vnfd-id-ref: ha-proxy_vnf

- member-vnf-index-ref: 2
vnfd-connection-point-ref: apache_service
vnfd-id-ref: apache_wimmetric_autoscale_vnf




VNF Descriptors

Implementation of the Network Service across the WIM

OSM_VLD (osm_inet)
Management Network

| VLAN 470

cp2
APACHE-MGMT
| ETHO |

dy

zda

VLAN 473

9JIAJSS aqoe
¥7/X'8C°891°¢6T

0ST :Yyipimpueg-100.
0T :yipimpueq-jes|

Athens VIM

WAN_VLD (WAN)

vnfd:vnfd-catalog:
vnfd:
- connection-point:
- name: apache_mgmt
type: VPORT
- name: apache_service
type: VPORT
description: Scaling web server id:
apache_wimmetric_autoscale_vnf
mgmt-interface:
cp: apache_mgmt
monitoring-param:
- aggregation-type: AVERAGE
id: apache_vnf_cpu_util
name: apache_vnf_cpu_util
vdu-monitoring-param:
vdu-monitoring-param-ref: apache_cpu_util
vdu-ref: apache_vdu
name: apache_wimmetric_autoscale_vnf

Infrastructure mgmt

OSM_VLD (osm_inet)
Management Network

VLAN 502 3

VLAN 500 |

cpl
HAPROXY-MGMT
 ETHO |

WAN_VLD (WAN)

192.168.28.2
Haproxy_service

| ETH1
HAPROXY-PUBLIC
192.168.200.x /24
cpl
|

PUBLIC_vld (PUBLIC)

London VIM

vnfd:vnfd-catalog:
vnfd:
- connection-point:
- name: haproxy_mgmt
type: VPORT
- name: haproxy_public
type: VPORT
- name: haproxy_service
type: VPORT
description: Scaling web server with load balancer
id: pr_vnf
mgmt-interface:
cp: haproxy_mgmt
name: ha-proxy_vnf
short-name: ha-proxy_vnf
vdu:
- cloud-init-file: cloud_init_haproxy

count: '1'

description: haproxy_vdu

id: haproxy_vdu

image: haproxy_ubuntu

interface:

- external-connection-point-ref: haproxy_public
name: haproxy_vdu_eth1l
position: '1'
type: EXTERNAL
virtual-interface:

type: VIRTIO

- external-connection-point-ref: haproxy_mgmt
mgmt-interface: true
name: haproxy_vdu_eth0
position: '2'
type: EXTERNAL
virtual-interface:

type: VIRTIO

- external-connection-point-ref: haproxy_service
name: haproxy_vdu_eth2
position: '3'
type: EXTERNAL
virtual-interface:

type: VIRTIO

name: haproxy_vdu

vm-flavor:
memory-mb: '4096'
storage-gb: '10' vcpu-count: '4'



Wim Creation Implementation of the Network Service across the WIM

OSM_VLD (osm_inet) Infrastructure mgmt OSM_VLD (osm_inet)

Management Network - < Management Network

cp2 VLAN 470 OSM WAN VLAN 500
APACHE-MGMT

I
cpl
HAPROXY-MGMT

S B2 -
| CI)' Q! - \.©
g 2358 VLAN473 | SERVICEWAN  [VILAN 502 ¢ &2
o o ————) o __. @ oo ¥
SN O _|
S 332  WAN_VLD (WAN) WAN_VLD (WAN) =¥
5 JaN D5
T CE
Athens VIM ¢ © -
. HAPROXY-PUBLIC
Wimconn_dpb.py 192.168.200.x /24
def create_connectivity service(self, service_type, connection_points, **kwargs): cp
self.logger.info("CREATING CONNECTIVITY SERVICE") |
#self._ check_service(service_type, connection_points, kwargs)
response = self._post(self. ACTIONS_MAP.get("CREATE")) PUBLIC_vid (PUBLIC)

if "service-id" in response:
service_id = int(response.get("service-id"))
else: , , London VIM
raise WimConnectorError("Invalid create service response", 500)
data = {"segment": []}
for point in connection_points:
data["segment"].append({ .
"terminal-name": point.get("service_endpoint_id"), WAN Links
"label": int((point.get("service_endpoint_encapsulation_info")).get("vlan")),
"ingress-bw": 10.0

"egress-bw": 10.0}) VAN 473 VLAN201 : VLAN 301 VLAN 502
#"ingress-bw": (bandwidth.get(point.get("service_endpoint_id"))).get("ingress"), Athens y - ¥ y. London

#"egress-bw": (bandwidth.get(point.get("service_endpoint_id"))).get("egress")} ; Switch- d | Switch-c : ; Switch-a | ViIM

return (str(service_id), None




Implementation of the Network Service across the WIM

initiate@beta:~S dpb -n aggr dump
Creating agents...
Obtaining networks...

Se rViCE_id 1 Getting:ew mf,lltiplexer...
OSM-INET it

switch-c:d:200=switch-d:c:200

switch-b:c:300=switch-c:b:300

inferior ACTIVE:
VLAN 470/—\ VLAN 200 m VLAN 300 m VLAN 500 switch-d:athens:470 10.0000 10.0000

\/ v v switch-d:c:200 10.0000 10.0000
inferior ACTIVE:
Athens . . . London switch-b:c:300 10.0000 10.0000
Swich-d Switch-c Switch-b switch-b:London:500 10.0000 10.0000
VI M VI M inferior ACTIVE:
switch-c:d:200 10.0000 10.0000

switch-c:b:300 10.0000 10.0000
2 ACTIVE

Service id 2 witch-c:d:201=switch-d:ca:201
- SERVICE WAN switch-bic:301 -switch-c-b-301
inferior ACTIVE:
switch-d:athens:473 10.0000 10.0000
VLAN 473_/_—_\_ vian200 A5 vian 301 /\ VLAN 502 switch-d:ci201 10,0000 10.0000
v v switch-b:c:301 10.0000 10.0000
London ' swit‘ch-b:Lond.on:SOZ 10.0000 10.0000
AthenS Switch-d Switch-c Switch-b inferior ACTIVE:

switch-c:d:201 10.0000 10.0000

VI M VI M switch-c:b:301 10.0000 10.0000




Implementation of the Network Service across the WIM

Beta.sys Athens Tiny.sys London
APACHE-MGMT OSM_WAN HAPROXY-MGMT
10.30.67.164 10.30.66.30

— @ e T
192.168.28.x/24 SERVICE_WAN 192.168.28.2
Apache_vnf ‘ @ -mmmmeeee - Ha-proxy_vnf
Apache VDU Iia:dw;\dtf\\/gzsiefoto WIM
Scale 1-15 pache B
VDU Leaf Bandwidth = 10
15 Apache VDU = 150

Root Bandwidth = 10 x 15
= 150

192.168.200.11

PUBLIC

SERVICE WAN

VLAN 473 VLAN 502

Athens London
VIM Switch-d Switch-c Switch-a VIM

VLAN 201 VLAN 301




Implementation of the Multipoint Service

Openflow
Switch




Challenges
* Instance dictionary passed from LCM into RO (nfvo.py) when undergoing
vdu scaling does not include any banwidth information

* However, A separate link scaling action with its own instance dictionary
would be a better option offering more flexibility.

* No Edit Function in Wim actions.py,

# MD - CREATE, DELETE, FIND).

* The comment in the create connectivity service function, Keyword
Arguments: bandwidth (int): value in kilobytes , does suggest that
bandwidth can be passed into the create and edit methods, however, for
the current setup, it only comes as a None type.

* Action needs to pass Service id, Authentications of Vims, bandwidth info



Questions ?

Paul McCherry

[ancaster E=
University = °



Thankyou for your attention

Paul McCherry

Lancaster B
University &



